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Smart Investing
That Makes You

S9288 in 5 Hours
And Cures Poverty

Our smart investing can make you thousands in less than 7 days, and will help cure poverty while you earn!

Partners

B Microsoft



Elon Musk used in fake Al videos
to promote financial scam

What was claimed The verdict

Australians can “get rich quick” by investing False. Videos using artificial intelligence technology to show Elon Musk

in Elon Musk's financial scheme, Quantum promoting a financial venture are designed to mislead people into investing
Al. in a financial scam.
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MY NAME IS ELON MUSK, AND | WOULD LIKE TO SHARE A UNIQUE
OPPORTUNITY TO MAKE SIGNIFICANT AMOUNTS OF MONEY EVERY DAY

— "

Al doctored footage of business magnate Elon Musk is being used in social media to lure investors to a fraudulent stock
trading platform.




Deceptive Affiliate Marketing

Warning: Due to extremely high media demand, we will close regij

\A/ImmediateEdgev;o ABOUTUS (| 3U_DAY KETUSIS

Scanning Done: 2020, Oct 12 13:22:05

¥ Win the brand new

Immediate Edge 3.0 ) | ,,_H’.._J' 7 |PhOne ]2 Pr @W

Revolutionizing Cryptocurrency Trading: Introducing the Lates |

¢ BURN FAT FASTER THAN EVER
’ § Dactors, nutritionists, celebrities all know
JCOI’GShm the fat burning benefits of being in ketosis! Hurry! This offer will expire soon!

BURN FAT FOR ENERGY, NOT GARBS! IS B B

When your body is in Ketosis, it is burning
Fat Cells for energy instead of Carbs!

LOVE THE WAY YOU FEEL!

Burning fat for energy instead of carbs
gives your body 225% more energy!

Install now:

Scan viruses / Farewell to virus / Stay safe 24/7 with
real-time protection

Il | am over 18 and | have accepted the terms.

To continue, first verify your phone
number:

K FREE BOX!

100% ALL NATURAL PURE KETOSIS FORMULA

Example: (07x000¢xxxx)

What is the Inmediate Edge 3.0?



Deceptive Affiliate Marketing

How bhig is it? | What to do about it?




What is it?



Affiliate marketing

= it

Merchant Affiliate

outsource promotion
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Affiliate marketing

Merchant Affiliate network Affiliate
manage interactions

outsource promotion

"
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Affiliate marketing

Legitimate
affiliate
programs

amazon

Promote, earn and grow with the

AliExpress Affiliate Program
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Affiliate marketing

Legitimate * |llegal pharma
affiliate « Counterfeits
programs  Ransomware

« Malware
(Amazon, (“malvertising”)
AliExpress, ...) .

affiliate programs
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Affiliate marketing

Benign ML WNGTIEICRIETd (S]] Malicious

Legitimate < Products/services
affiliate of low quality
SIS + Soliciting and selling

personal data
(Amazon,

AliExpress, ..) * Deceptive terms/
claims/endorsements

 NOo mainstream
recognition

 lllegal pharma
« Counterfeits
Ransomware

e Malware
(“malvertising”)

affiliate programs
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Best Value

OMYK OMYKETO Zery £

'};‘z

. KETO £
~ OMYKETO & o §
QU0 T g |

5 Bottles

This package is reserved for
people who truly want to
change their lives.

You will receive 5 bottles
once.

SAVE 50% WITH THIS KIT
FREE DELIVERY

CUSTOMERS OFTEN
LOSE OVER 3,15 ST WITH
A 5-MONTH
APPLICATION.

before:

£89795

£33.83

Price per product

commission commission

&N
—

Merchant

buy
product

sale price

—>

—

Affiliate network
_! track‘

Affiliate f

buy ad

Asa Priestley

/% Verwandle dich schnell - spiire den Effekt!
#/ 100% natiirliche Transformation
£/ Deine Freunde werden dich nicht wiedererkennen!

Library ID: 446485911422280

OMYKETO |

ad fee

V sale ‘
® /',
«—
. show ad

Traffic source

User

2024KRINSTOCK.SHOP
In dieser Saison zu deinem Traumkorper

Learn more

omyketo.com &— ggljjk.cc €— 2024krinstock.shop €— facebook.com
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Merchant Affiliate network Affiliate
'track ™ SEO on
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show search

Y IS Traffic source
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This is a Windows antivirus creative, it has an aggressiv
just keep in mind that some networks don't allow such
built-in CTA button.

Required.

‘\B VIRUS FOUND (3) I:B

Warning - Your Computer Is Infected!
26.4.2018

Antivirus update required.

Antivirus not responding

@ @
nm

PUSHGROUND

re approach. This might work well,

Aty rae - rn R
catives. | aiSO lIKe The

https://web.archive.org/

your-stereotypes-about-

: web/20220524181427/https
:/I';usﬁ“?t::d(s) (8 whus oo 1 B A N YO U R E”l”b” ://blog.adcombo.com/ban-
=4 STEREOTYPES ABOUT  ©

Guys, every publisher knows how easy to catch a ban from Facebook
and how hard to get rid of it. Ban reasons are more than numerous
- a fake account, not credible information, complaints about your
account, suspicious activity and any FB Ad Policies violation.

Washington state AG and Facebook target “clickjackers”

SEATTLE - If you use Facebook, the world’s top social networking site, you may have “liked” an Internet scheme without
even knowing it — and unwittingly helped spread the scam to your Facebook friends. But today, Washington State Attorney
General Rob McKenna and Facebook announced the latest step in an ongoing fight against spammers and scammers: a
lawsuit against the co-owners of Adscend Media, LLC, an ad network that is alleged to develop and encourage others to
spread spam through misleading and deceptive tactics, including the one known as “clickjacking.”

“We don't ‘like’ schemes that illegally trick Facebook users into giving up personal information or paying for unwanted
subscription services through spam,” McKenna said during a news conference at Facebook’s Seattle Office. “We applaud

https://www.atg.wa.gov/news/news-releases/washington-state-ag-

https://www.pushground.com/blog/ad-creatives-review and-facebook-target-clickjackers 18
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“... the empire linked to Mr.
Keezer generates annual
revenues of $100 million.” @ rapio-canapa

“Gryn estimated that users of his
tracking software place $400 million
worth of ads a year on Facebook and
an additional $1.3 billion elsewhere.”

Bloomberg
Busmessweek

ALLEGED DECEPTIVE ADVERTISING
& BILLING PRACTICES

®

$179 million [ $ )I]

@ ‘o eliminate
wrinkles, add muscle,

or lose weight

fake a.
celebrity endorsements

88 |

\l) | “free trial offers”

Source: Federal Trade Commission | FTC.go
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How do we get inside?



Offer aggregators

OFFERYAULT
oDiggernr

Find Offers. Find Networks. Find Wealth.

aff+
@AFfFbank

/A

Bitcoin Billionaire (weekly
payments)_CPA_AU_KW_QA_OM_AE_BH_MY $600.00

Swetepst:akes - i;thqn.e‘12 pro - $1;8 : VUS\/(SA/AUSINZ $ 18.00
1 1 ?f?lCareeT_Slf_Anci;mijti_NonRiwarded_CPI_nonin $0.50
!Jl;regBHooky - iPhone SV|HE#LP‘4§#FR - EC Submit €24.00
Valued v(?»pi‘n-ions - US - DOI $0.80
:j.‘-B‘utre‘au;(inef'Hl'ime Bépott (PlfS) - Financial/Credit Score - US $10.00
E1 56'7?)“v[WEBtWA'I"] Rox .Casino UA - CPA » $ 20.00
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Offer aggregators » Ground truth

V » Unprecedented metadata
OFFER// » Across affiliate networks

» ACross categories
» Across countries, demographics, ...

oDiggenr

Find Offers. Find Networks. Find Wealth.

aff+
@AFfFbank

24



QuantumAl ‘

Smart Investing _
That Makes You . /B 'S

59288 in 5 Hours QuantumAl English
And Cures Poverty

Vertical: Cryptocurrency

Our smart investing can make you thousands in less than 7 days, and will help cure poverty while you earn!

Network: Algo Affiliates

Commission: $600

https://the-quantum-ai.com/



Best Value

»

2N

QYK OMYKETO S,

,}%";

KETO £

e _OMYKETO

5 Bottles

This package is reserved for
people who truly want to
change their lives.

You will receive 5 bottles
once.

SAVE 50% WITH THIS KIT
FREE DELIVERY

CUSTOMERS OFTEN
LOSE OVER 3,15 ST WITH
A 5-MONTH
APPLICATION.

before:

£89795

£33.83

Price per product

OMYKeto - GB, IE

Offer provided by
AdCombo

Details 717 offers

?M%‘ Landing preview

Payout

Status

Created at

Geo

Main category

Offer page Join now

sas

Active
N/04/24
IE, UK

Nutra & Beauty

gy

Asa Priestley
‘ Sponsored
Library ID: 446485911422280

% Verwandle dich schnell - spiire den Effekt!
#/ 100% natiirliche Transformation
€3 Deine Freunde werden dich nicht wiedererkennen!

2024KRINSTOCK.SHOP
In dieser Saison zu deinem Traumkorper

Learn more

omyketo.com &— ggljjk.cc €— 2024krinstock.shop €— facebook.com
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Offer aggregators

OFFER\///

oDigger

Find Offers. Find Networks. Find Wealth.

aff+
@AFfFbank

Ground truth
Unprecedented metadata
Across affiliate networks
Across categories

Across countries, demographics,

23 aggregators (16 EN + 7 RU)
Daily scraping (4 years)

Postprocessing: normalization,
merging, mapping (1-time)
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Which scams are in it?



Dating/Adult
Entertainment
Finance
Gambling
Games
Health/Beauty
Software
Sweepstakes
E-commerce

Deceptive
Affiliate

Marketing

O verticals
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Dating/Adult Hidden subscriptions (“free trial”)

E n t e rt a i n m e n t m Be one of the first to see the world's best and most popular TV shows.
Ei FL ITE GET NETFLIX™ FOR 12 MONTHS
I n a n C e | Access ebest games, videos, wallpapers PRICE FOR YOU: 3€

G a m b | i n g enter your mgbule phone number
Games
Health/Beauty

... rficipati { .‘ -- oo L
SOftwa e ol e‘;p;M’;gsygge"?gﬂS&(smssc i d,i 1'SMS 9.90 CHF /

(. s 2 user). Tos hesem%end STOP MOBIAPP to 711 or call the ho

Swe e p Sta ke S "0 5;816520 You must be older than 184ears. By pamc:patlng in this service,
: accept the terms apd.conditions (terri\s nd wnMs) and confirm that they
and understood. z

E'CO m m e rce desc{iptions are't . qg . _ .. owners and are%

this pn otlo,of The standard MO SMS™rice depends on the‘
Mobile pe‘rator Q?a may incur d‘l ges.

J ‘ /
) = - V4

J y CREATE YOUR ACCOUNT
SAY,H;ELLO Yo o 1 e~ o s You're one step closer to the best entertainment Netflix has




Dating/Adult Exaggerated claims

Entertainment
Finance Crypto Is Making People Rich

And You Can Become The Next M|II|ona|re

Gambling ‘ d You Can Becore The
Games - —
Health/Beauty

TELL US WHERE
TO SEND YOUR
PACKAGE!

—— —

Software SIiED 1WA
ME TR MR —
Sweepstakes ) JURNFAT ==
F-commerce \ W1 N  BURNFATFASTER THANEVER o
- Horesim P iy e Ny b
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Dating/Adult Dangerous products?

Entertainment
Finance
Gambling
Games |

Health/Beauty
STOP WASTING MONEY ON

Software DIRTY, UNSTABLE ELECTRICITY S§§
SW e e p Sta ke S (b Quickly and Easily Stabilize Your Homes Electrical Current .

(b Reduce Harmful Dirty Electricity From Your Home

E - c o m m e r c e (b Protect and Prolong the Life of Your Appliances & Electronics
e & ¥

Fast Shipping No-Hassle Guaranteed Safe 60 Day Money 3 2
inthe US Returns and Secure Checkout Back Guarant ee

TONIC v

Blooo Sugar Support

Diabetes drugs can't, won't and never
will improve or cure type 2 diabetes!




Dating/Adult Brand abuse

Entertainment

Finance iPhone 12 Pro
o

3 Access the best games, videos, wallpapers

Gambling

, WORLD CUP
G ames FRANCE 2023
Health/Beauty '
Software
Swe e p St a ke s Norton 360 antivirus protects your family from viruses, spyware,

E-commerce

Win the brand new

"Flash Player" may be out of date

The version of 'Flash Player' on your system may not

include the latest flash update and may be blocked. To continue

using Flash Player' it is recommended to download an 33
update version.




Dating/Adult B . X

We've been informed that a fraudulent Lidl

E n te rt a | n m e nt competition has been circulating the internet and

they are charging participants to enter. We are
working hard to get this taken down ASAP, but please

F| n a n C e be alert to any suspicious competitions or giveaways
claiming to come from us. Lidl GB

G a m b | i n g 3:56 PM - May 29, 2020 NEWS
® 64 @ Reply (D Copylink Walmart warns customers

Games Ml against fake social media
Health/Beauty siveaway

m Avaleht Coop v Kliendikaart v+ Pakkumised v  Tule tédle v  Kaupluse
Software -
Swee pSta kes Tahelepanu! Coopi nimel levib pettus

E-commerce -

Coopi nimel on sotsiaalmeedias taas levimas pettus, milles lubatakse auhinnaks iPhone 13 PRO MAX. ¢
inimestel ekraanil lotopiletid , kraapida” ja auhinna kattesaamiseks palutakse sisestada enda kaardianc
klientidelt info, et andmete sisestamisel liitub inimene tasulise teenusega, mille esimesed kaks paeva r
paeval teenus uuendab end automaatselt, mis maksab juba ligi 50€. See kdik on pettus! 34



Dating/Adult ~ake dating profiles
Entertainment Fake content platforms
Finance ~ake investment platforms
Gambling Unregulated platforms
Games Hidden subscriptions
Health/Beauty Fake supplements, ...
Software Scareware

Sweepstakes ~ake contests

E-commerce Useless products



C I a i m you r d iSCOU nted paCkage Ruth Perez from Tennessee, USA
bElOW Wh||e StOCkS |a St : purchased 3 bottles of Vivotonic

13 minutes ago

2 3 . OO ‘ ¥ Verified Purchase

Rachel M - "Just incredible!"

Subscribe to content-crave.com today! Our service provides you with fantastic content]
more. This service will cost $7.99 per week after one day free trial. Age 18+ only. To end thg
not affiliated with, sponsored by or endorsed by any of the third port- - * "= whose pr(

Vivotonic is absolutely like nothing I've ever tried! The results were
Don't mess aroud with your nutrition. Blend it! more than surprising - my blood sugar levels have never looked
® better! And it’s super affordable.
Discount vV
- Dark
LAST CHANCE alalaloly

Last chance to grab this HUGE promotion

Scientific references:
A
@ Springer Link WebMD @ Hindawi

Dhice) VM secuweffioding G McAfee EECTICCEUCIEINN - ST




Dating/Adult
Entertainment
Finance
Gambling
Games
Health/Beauty
Software
Sweepstakes
E-commerce

Deceptive
Affiliate

Marketing

O verticals
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How do they operate?



Summary statistics

» 397,132 offers from 842 networks
» March 2020 - December 2021
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100

- - = Dating/adult (53,889)
— -~ Entertainment (18,557)
—=— Finance (23,440)

. 80 - —— Gambling (13,151)
GL) ----- Games (16,667)
= 60 - —“— Health/beauty (27,343)
E Software (14,819)
O ---- Sweepstakes (43,659)
E 40 - —&- E-commerce (28,017)
O — = No category (157,590)
LU - All offers (397,132)
20 -
O | ! ! L L | ! ! L L | ! ! L L | ! ! ot
0.1 1 10 100 1000
Payout amount (USD)
Offer
EnteGrtainment SDUtfcriftéonli PEhysica/ goods llzgposits commissions
ames N -commer INan .
ating/adu CcoO erce ance per Vertlcal

Software Sweepstakes § Health/beauty | Gambling
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Offer commissions per commission type

100
» 80 - —— CPI (8,131)

Q@ SOl (37,017)

S 60 - —— DOI (9,924)

= 10 —<¢ COD (4,141)

O —¥_ CCSubmit (7,725)
W20 - —— Deposit (3,279)

0

10 100 1000

Payout amount (USD)

o
—
—

Different promotion strategies for affiliates:
High risk/high reward/low volume? Vs. Low reward/low risk/high volume?
41



Offers per country
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Different promotion strategles for afflllates
High payout/high competition/more regulated? Vs.
Low payout/fewer restrictions/less competitive?
..

:leee TIER 2 ERALTS .-.:z

|©
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Merchants capitalize on new trends

100 ™= s

0 _‘%"6’
aq:) 30 - ,;ﬁﬁ-“’" — w galaxy-sZO (421)
o AL = — = —<& iphone-12 (1,273)
§ 60 - P —>»&— xbox-series (95)
5 40 4 7 —¥— playstation-5 (431)
'-DL : —»— galaxy-s21 (171)
f_ﬂ 20 A 1 === _All offers

0 . .

Apr Jul Oct 2021  Apr Jul Oct 2022
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Offer verticals per affiliate network

Dating/adult -
Entertainment
Finance -
Gambling -
Games -
Health/beauty -
Software -
Sweepstakes -
E-commerce -

Vertical

|
N O A S A RIS
SRR XD OO OO 00 O &N
S o2 oA X B S P 522 R S0P GV
AR AN LR D S L P P @ @
PN TS E P IS VL EEE S O
I\ (QO Qc}\o Cr o 6\0 (}\\Q OQQé\Q\Q Q)\{b' (§\ Q«Oﬁo}{b
,06%.‘\{5\' .,\{'@
R S

Affiliate network (number of offers)
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What can we do about it?



Affiliate marketing

H— i

N
—

Merchant Affiliate network Affiliate

specialization
divided risk

commoditization
divided liability
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Dating/Adult

~ Entertainment
bl

Deceptive Gambling

Affiliate -~ Games
Marketing Health/Beauty

Swee pSta kes
E-commerce
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Traffic sources ~ Dating/Adult
Search engines ,,,,/,Ww,,,,,::;f/;;;;;;;jjjj;W,,,,,,,,,W AR
Dis p E y ads \ i ance

Spam) email |

Social.media. Affiliate - Games
Domain parking Y EYCalsr Health/Beauty

Messaging /// ~ Software

Push notifications
takes
Calendar invite/ Sweepsta

E-commerce
Press releases
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C 2% nasdaqg.com/press-release/immediate-edge-review-scam-or-legit-crypto-trading-platform-

IOI Nasdaq Market Activity News + Insights Solutions About Nasdaq+

Immediate Edge Review - Scam or Legit
Crypto Trading Platform?

PUBLISHED
JAN 17,2023 6:12PM EST

IMMEDIATE EDGE - V9

Offer Details:

£ --News Direct--
Offer Name: Immediate Edge - v9
in Immediate Edge is a cryptocurrency platform that claims to use its trading software to
process cryptocurrency trades. This Immediate Edge review will analyze how the platform Payout: $900.00 / cpa
v operates, its main advantages and disadvantages, and its key features.
We will also answer questions regarding this platform’s origin and owners, and analyze Preview: Preview Landing Page
= whether Immediate Edge is a scam or a legit crypto trading platform.
Categories: Cryptocurrency
Immediate Edge Review Summarized
In the table below, we discuss some essential details relating to Immediate Edge’s Network: Olavivo
supported assets, withdrawal speed, and more (according too the platform’s website).
. Last Updated: Jun 18, 2024
Type of Trading [Crypto
Cryptocurrencies AvailableBTC, XRP, LTC, ETH and more
Available on Mobile? Yes A )
Withdrawal Speed 24-hours Countries: 48 Countries
Minimum Deposit $ 250

Visit Inmediate Edge 53



Traffic sources ~ Dating/Adult

¥ Use
t dedicated
infra
&

e

AT Gambling

Affiliate -~ Games
VEIQGiLia  Health/Beauty
~ Software

Sweepstakes
E-commerce

Abuse

reputable e
infra
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Intervention targets

Traffic

User —_— >

source

Affiliate

N

Infrastructural
/ Redirect chain ‘\

Tracking _ S Landing

link

Affiliate
network
Financial

Page

Merchant

_

55



Intervention ta rgets Server/domain takedowns
Infrastructural .
Ad takedowns ‘\ Retrieve from
Redirect chain aggregators

Traffic S Tracking _ . Landing

User _ . > Broader,
source link page faster,
: high impact
Blocklists Wy Affiliate W Llgealelglal interventions

Browser k network _/
extensions Financial

Account closures
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Intervention targets: bottlenecks

Infrastructural
/ Redirect chain ‘\
User Traffic _>Track|ng_ S Landing

source link page

Affiliate Affiliate Merchant

k network _/
|
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Deceptive affiliate marketing is behind many scams

» Huge harm: misleading users to lose millions and billions

Affiliates/merchants specialize, differentiate, innovate

» Must obtain broad coverage to be effective

The grey zone means they operate relatively openly
» Unique opportunity to study & target them from within

Affiliate networks play a central role in the ecosystem

» Prime target for intervention, next to collab with other intermediates

59



Partnérka in Crime:
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