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Deceptive Affiliate Marketing



What is it?



Merchant Affiliate
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outsource promotion

Affiliate marketing



Merchant AffiliateAffiliate network
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outsource promotion

manage interactions

Affiliate marketing



Legitimate 
affiliate 
programs
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Affiliate marketing

Benign



• Illegal pharma
• Counterfeits 
• Ransomware
• Malware 

(“malvertising”)
• …
affiliate programs
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Affiliate marketing

Benign Malicious

Legitimate 
affiliate 
programs

(Amazon,
AliExpress, …)
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• Products/services 
of low quality 

• Soliciting and selling
personal data

• Deceptive terms/
claims/endorsements

• No mainstream
recognition
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Affiliate marketing

Benign MaliciousDeceptive Affiliate Marketing

Legitimate 
affiliate 
programs

(Amazon,
AliExpress, …)
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• Counterfeits 
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• Malware 

(“malvertising”)
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affiliate programs



Merchant Affiliate

User

Affiliate network

Traffic source
show offer

find traffic
complete 

offer
track 
offer

commission commission

fee
price
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provide offerpublish offer
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“Gryn estimated that users of his 
tracking software place $400 million 
worth of ads a year on Facebook and 
an additional $1.3 billion elsewhere.”

“… the empire linked to Mr. 
Keezer generates annual
revenues of $100 million.”



How do we get inside?



Offer aggregators

...
15



Offer aggregators
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...

› Ground truth
› Unprecedented metadata, across:

affiliate networks
verticals (categories)
countries
demographics
commissions



QuantumAI English

Vertical: Cryptocurrency

Network: Algo Affiliates

Commission: $600

17



Which scams are in it?
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Finance

Dating/Adult

Gambling
Games

Software

E-commerce
Sweepstakes

Entertainment

Health/Beauty

Deceptive 
Affiliate 

Marketing

9 verticals
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Finance

Dating/Adult

Gambling
Games

Software

E-commerce
Sweepstakes

Entertainment

Health/Beauty

Useless / Dangerous(?) products
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Finance

Dating/Adult

Gambling
Games

Software

E-commerce
Sweepstakes

Entertainment

Health/Beauty

Brand abuse
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Finance

Dating/Adult

Gambling
Games

Software

E-commerce
Sweepstakes

Entertainment

Health/Beauty

Hidden subscriptions (“free trial”)
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Finance

Dating/Adult

Gambling
Games

Software

E-commerce
Sweepstakes

Entertainment

Health/Beauty

Fake investment platforms

Fake dating profiles

Unregulated platforms
Hidden subscriptions

Scareware

Useless products
Fake contests

Fake content platforms

Fake supplements, …



How do they operate?



Summary statistics

› 23 aggregators (16 English + 7 Russian)

› 4 years of daily scraping (24 March 2020 – 1 Sep 2024)

› 449,891 offers (= distinct products/services)

› 1,165 affiliate networks
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Different promotion strategies for affiliates:
High risk/high reward/low volume?  vs. Low reward/low risk/high volume?



Offer verticals per affiliate network
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Merchants capitalize on new trends
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What can we do about it?



Merchant AffiliateAffiliate network
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many many

Affiliate marketing

few!

Interesting bottleneck for 
Infrastructural and financial intervention



Takeaways



› Deceptive affiliate marketing is behind many scams
Huge harm: misleading users to lose millions and billions

› Affiliates/merchants specialize, differentiate, innovate
Must obtain broad coverage to be effective

› The grey zone means they operate relatively openly
Unique opportunity to study them from within

› Affiliate networks play a central role in the ecosystem
Prime target for intervention
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