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Deceptive Affiliate Marketing
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What is it?



Affiliate marketing
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Affiliate marketing
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Affiliate marketing

Legitimate
affiliate
programs

amazon

Promote, earn and grow with the

AliExpress Affiliate Program



Affiliate marketing

Benign

Legitimate * |llegal pharma
affiliate « Counterfeits

programs « Ransomware

« Malware
(Amazon, (“malvertising”)
AliExpress, ...)

affiliate programs
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Affiliate marketing
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How do we get inside?



Offer aggregators

OFFERYAULT
oDiggernr

Find Offers. Find Networks. Find Wealth.

aff+
@AFfFbank

/A

Bitcoin Billionaire (weekly
payments)_CPA_AU_KW_QA_OM_AE_BH_MY $600.00

Swetepst:akes - i;thqn.e‘12 pro - $1;8 : VUS\/(SA/AUSINZ $ 18.00
1 1 ?f?lCareeT_Slf_Anci;mijti_NonRiwarded_CPI_nonin $0.50
!Jl;regBHooky - iPhone SV|HE#LP‘4§#FR - EC Submit €24.00
Valued v(?»pi‘n-ions - US - DOI $0.80
:j.‘-B‘utre‘au;(inef'Hl'ime Bépott (PlfS) - Financial/Credit Score - US $10.00
E1 56'7?)“v[WEBtWA'I"] Rox .Casino UA - CPA » 1$ §0.00



Offer aggregators

OFFER\/{

oDiggenr

Find Offers. Find Networks. Find Wealth.

aff+
@AFfFbank

y Ground truth

» Unprecedented metadata, across:
» affiliate networks
» verticals (categories)
» countries
» demographics
» commissions
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And Cures Poverty QuantumAl English
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Commission: $600
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Which scams are in it?



Dating/Adult
Entertainment
Finance
Gambling
Games
Health/Beauty
Software
Sweepstakes
E-commerce

Deceptive
Affiliate

Marketing

O verticals

19
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Dating/Adult Useless / Dangerous(?) products
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Dating/Adult Brand abuse
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Dating/Adult Hidden subscriptions (“free trial”)
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Dating/Adult
Entertainment
Finance
Gambling
Games
Health/Beauty
Software
Sweepstakes
E-commerce

Fake dating profiles

Fake content platforms
Fake investment platforms
Unregulated platforms
Hidden subscriptions

Fake supplements, ...
Scareware

Fake contests

Useless products
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How do they operate?



Summary statistics

» 23 aggregators (16 English + 7 Russian)
» 4 years of daily scraping (24 March 2020 - 1 Sep 2024)
» 449,891 offers (= distinct products/services)

» 1,165 affiliate networks

26



100 Offer
commissions
< 80- per vertical
E)/ - - = Dating/adult (48,708)
0 60 - — = Entertainment (24,124)
IS —a— Finance (35,822)
IS —— Gambling (23,259)
. 409 LS < £ 7 7S .. Games (28,234)
8 —¥— Health/beauty (51,305)
LLI 20 - — == Software (45,177)
--=- Sweepstakes (68,053)
: —&— E-commerce (40,920)
0 —m— — — |-+ Alloffers (449,891)
0.1 1 10 100 1000

Payout amount (USD)

Entertainment § Subscriptions Physical goods Deposits

Finance
Gambling

CEINIES Dating/adult E-commerce
Software Sweepstakes | Health/beauty

27



ECDF of offers (%)

100 Offer
commissions
80 1 per vertical
Dating/adult (48,708)
60 - Entertainment (24,124)
Finance (35,822)
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Different promotion strategies for affiliates:
High risk/high reward/low volume? vs. Low reward/low risk/high volume?
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Offer verticals per affiliate network
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Merchants capitalize on new trends

100
S g0 - —— iphone 11 (1,682)
© —<&— iphone 12 (2,096)
5 601 —s¢— iphone 13 (1,945)
(-
B 40 - —¥— jphone 14 (2,211)
E —»— iphone 15 (1,793)
(La 20 - - == All offers

0)

Jul 2021 Jul 2022 Jul 2023 Jul 2024 Jul

30



What can we do about it?



Affiliate marketing

= —H— o

Merchant Affiliate network Affiliate

Interesting bottleneck for
Infrastructural and financial intervention
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Deceptive affiliate marketing is behind many scams

» Huge harm: misleading users to lose millions and billions

Affiliates/merchants specialize, differentiate, innovate

» Must obtain broad coverage to be effective

The grey zone means they operate relatively openly

» Unique opportunity to study them from within

Affiliate networks play a central role in the ecosystem

» Prime target for intervention
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