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Abstract—‘Top sites’ rankings of the most popular domains
are a core resource for the large-scale measurements that are
crucial in Web and Internet research. Recent rankings evolved
towards using passive DNS traffic data, but this data’s suitability
for measuring website popularity is poorly understood. In this
paper, we holistically evaluate how design decisions influence the
composition and desired properties of passive DNS-based domain

rankings. We isolate the effects of these decisions by generating

a ranking from the ground up using aggregated ‘‘post-recursor”

passive DNS data. We confirm that decisions for bucketing and
aggregation produce more stable rankings, and see that corrections
for resolver caching, CDNs, and service classification strongly
impact suitability for Web measurements. We further analyze
the resistance of rankings to inadvertent biases or even active
manipulation, and find that design choices such as TTL weighting
severely impact robustness. Our goal is to give transparent insight
into the process of using passive DNS data for domain rankings,
as a framework for the research community to understand how
to develop future rankings that address their needs.

Index Terms—algorithm design and analysis, Domain Name
System, manipulation resistance, passive DNS, popularity ranking

I. INTRODUCTION

Large-scale Web and Internet measurements play a crucial
role in enabling research into how the modern Internet works.
Researchers have emphasized that such measurements should
be accurate, reproducible, and representative [IH5[]. A core
element in conducting these measurements according to those
expectations concerns the selection of a (representative) sample
of websites that form the subject of the study. Most often,
researchers use ‘top sites’ rankings of the most popular domains
for this purpose. These rankings are a valuable and necessary
tool that the research community relies on, to the count of
hundreds of studies [6-9].

The significant impact of ranking properties on research
results across all areas of Web and Internet measurement [[7]]
warrants a thorough understanding of these rankings. The
academic research community has recently raised awareness
on the issues surrounding top sites rankings that threaten their
reliability: low agreement [6} |10]], stability, vulnerability to
manipulation and transparency [7, [8]. The decisions taken
when designing how top sites rankings are constructed heavily
affect the properties of those rankings. For example, a shorter
period of time over which data is aggregated to rank domains
makes rankings much more volatile and therefore worse for
longitudinal studies that need stable data [7, |8]. The need
to carefully assess design decisions is reinforced by a recent
shift within rankings towards reliance on passive DNS traffic.

Early top sites rankings were mainly based on Web traffic
data, but due to privacy challenges around data acquisition,
these Web rankings have steadily become unavailable. Several
providers have therefore developed new rankings based on
DNS resolver traffic, including Cisco [11]], Cloudflare [12],
and DomainTools [13].

In this paper, we set out to evaluate the impact of the
design decisions made by DNS-based ranking providers in their
ranking designs, to establish whether DNS-based rankings are
appropriate and sufficiently reliable for conducting Web and
Internet measurements. For example, two design decisions
introduced in the CrUX, Radar, and Tranco rankings [8|
12| [14] (‘bucketing’ ranks and long-term averaging) seek to
address issues with stability that prior rankings experienced [7}
8. More fundamentally, the shift to DNS-based rankings
affects how reliably these DNS-based domain rankings ap-
proximate website popularity well, which was the focus of the
disappearing Web-based rankings. However, we still lack a
good understanding of whether the design decisions made for
DNS-based rankings effectively contribute to improving their
reliability and suitability across the dimensions important to
research.

To identify which measures contribute to improving these
rankings, we design a custom ranking method for passive
DNS traffic data, from the ground up using aggregated “post-
recursor” data. This enables us to holistically and independently
evaluate the influence of design decisions on the composition
and desired properties of domain rankings, and isolate these
effects, as opposed to comparing existing rankings where the
underlying data collection and processing are confounding
factors 648, [10]. Since we use a feed of raw passive DNS
traffic data, we also cover low-level design decisions, such
as TTL weighting or CNAME correcting mechanisms, which
cannot be readily analyzed using existing rankings and whose
impact on rankings was therefore previously undocumented.

Through our evaluation, we demonstrate that the recent
design decisions on bucketing and aggregation improve ranking
stability, that the correcting mechanisms are necessary to avoid
that certain domain types overly dominate the ranking, and
that service classification caters for the different usage patterns
of domain rankings. After TTL weighting, query distributions
closely match those observed on the web but are more skewed,
meaning that the design decision to incorporate TTL (or not)
must be carefully made. Overall, our contribution confirms
that the design decisions introduced in recent (DNS-based)
rankings are beneficial and make these rankings suitable for
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Internet and Web measurements. This improved understanding
of the fundamentals of building these rankings allows our
community to continue working towards rankings that meet the
needs of researchers and that fulfill the soundness and validity
requirements that ultimately increase trust in the resulting
research findings [[15].

This paper is an extension of our prior work on passive
DNS-based rankings [[16]]. In this version, we further develop
a critical analysis of passive-DNS based rankings, with a
focus on influences of potential data biases and the resistance
to manipulation by malicious actors. Such manipulation can
make rankings misrepresent the popularity of domains and
websites, which not only affects research measurements but
has security implications as popularity is often used as a proxy
for benignness [8]]. We also improve and update our discussion
of the background and related work, including to reflect recently
published work on domain popularity lists as well as work on
passive DNS traffic analysis.

II. MOTIVATION AND BACKGROUND
A. Data sources for rankings

Popularity rankings capture the most popular or “top” of
either websites or domain names.

Web-based rankings were the earliest to appear, collecting
web traffic data from participating users and websites to rank
websites [8]]. Web traffic represents “ground truth” of web
page visits from participating users or websites, improving
its accuracy. However, there may be difficulties in getting (a
representative sample of) users or websites to participate, not
in the least due to privacy concerns regarding the collection
of users’ browsing behavior. Owing to these challenges, the
Web-based rankings that researchers rely on are steadily
disappearing, with Quantcast and Alexa discontinuing their
rankings in 2020 and 2022 respectively. Only the Chrome User
Experience Report (CrUX) [[14] has emerged as an alternative
Web-based ranking since then, which depends on Chrome users
opting in to URL sharing [6]]. As an alternative web-based
ranking, providers like Majestic use the “link graph”, where
website interlinking is used as a proxy for likely web traffic,
i.e., the more links refer to a web page, the more likely it is
that that page gets visited. The top websites are those most
often referred to from other websites, similar to how search
engines (at their core) rank search results [8]. As web graph
crawling can be done independently without the need for users
or websites to explicitly participate, it is easier for link graphs
to have broad and representative coverage of users and websites,
and link graphs do not observe data on any individual user.

DNS-based rankings by contrast use passive measurements
of DNS queries for domains as observed at one or more DNS
resolvers. For example, Cloudflare’s Radar list [[12] uses traffic
to their 1.1.1.1 resolvers. Passive DNS-based rankings search
a middle ground between the accuracy of web traffic and the
coverage, relative ease of acquisition, and privacy preservation
in link graph data. To better achieve this, a common thread
across these DNS-based rankings is that they seek to incorporate
the number of distinct entities (users, organizations) querying
a domain, often to better approximate genuine human Web

TABLE I
EXISTING RANKINGS SHOW GREAT VARIATION ACROSS THEIR DESIGN
DECISIONS, WHICH WE ANALYZE INDEPENDENTLY.
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traffic. The techniques for this can vary from simple counting
of the number of organizations contacting a domain a day, to
being quite advanced: for example, Cloudflare uses a machine
learning model that predicts each domain’s rank [12].

B. What ranking properties do we expect?

To thoroughly evaluate whether rankings fulfill community
needs, we must first understand what the community expects
from these rankings. Inherently, we want the ranks to reflect
how popular a given domain is. However, what constitutes
popularity in and of itself is not necessarily well-defined. Most
(passive DNS-based) rankings define popularity as the number
of users or organizations accessing a domain, usually counting
at most one access per day. However, this disregards how often
and how regularly a domain is queried — for example, a search
engine or news website might be visited very often throughout
one day, yet would not have a better rank than a software
update domain that is queried only once a day but by as many
users. As one example of a more elaborate metric to quantify
popularity, the ranking approach of SecRank [17]] integrates
query volume, query regularity, and IP address count.

Rankings should also exhibit properties that serve as require-
ments to make them more suitable for research usage. Prior
work evaluated rankings across these dimensions [6-8) |17]:

o Accuracy: rankings should correctly capture popularity, i.e.,
a better ranked domain should genuinely be more popular
than a worse ranked one.

o Agreement or similarity: if all rankings correctly capture
popularity, they should place domains at the same ranks.

o Manipulation resistance: rankings should be designed such
that domains cannot easily be inserted, removed, or shifted,
as that would reduce the trustworthiness of measurements or
affect use cases where benignness is inferred from popularity.

o Representativeness: rankings should correctly reflect Internet-
wide distributions and have good coverage across, e.g., site
categories, or countries.
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e Reproducibility: rankings should be easily retrievable and
uniquely referenceable such that others can reproduce studies
with the exact rankings used in those studies.

« Stability: rankings should be sufficiently stable over time,
while still incorporating natural changes to popularity.

o Transparency: rankings should publish details on the methods
used in the ranking for better insight into possible biases.

C. Design decisions on composition

Certain design decisions can be made to influence the compo-
sition of a ranking and ultimately contributed to achieving the
previously listed desirable properties of top lists. Some of these
design decisions affect how well a ranking reflects popularity,
while others impact how a ranking can be used and how it
should be interpreted. shows how existing rankings vary
greatly on the design decisions they have taken. Our evaluation
is focused on assessing how significantly these
design decisions affect a ranking’s composition, and doing so
in isolation to avoid confounding factors in existing rankings,
by building a ranking from raw data.

« Domains represent websites, i.e., resources that humans tend
to view in a top-level browsing context, or infrastructure, i.e.,
resources such as nameservers. Depending on its data source,
a ranking may naturally tend to contain more domains of
one type: Web traffic and link graph lists will likely almost
exclusively contain websites, while DNS-based lists will also
include infrastructure domains. This distinction will affect
what data can be retrieved from a domain and is therefore
important to ensure that a ranking fits a research study’s
purpose. For example, an infrastructure domain may not host
any Web content, therefore appearing unreachable in a Web
measurement (and potentially skewing its results).

o A ranking can list rooﬂ domains (e.g., Alexa), fully qualified
domain names (e.g., Umbrella), origins (e.g., CrUX), or even
URLs (e.g., Hispar [9]). This will affect the level of detail
in the analysis: e.g., measuring only root domains ignores
subdomain-specific properties or content.

« Each entry can have an individual rank, or entries can be
‘bucketed’, where only a rank bracket is given (e.g., ‘top
10000°), as is done in Radar and CrUX. This is meant to
better match the ‘long-tail effect’: human browsing patterns
concentrate on a small number of very popular websites 18],
while less popular websites (in the long tail) quickly have
much less traffic and therefore become more difficult to
accurately rank [12]. While most studies ignore individual
ranks in existing lists [|6]], the lack of ranks can still affect
the level of detail at which a certain observation can be
correlated to a domain’s rank.

« A ranking can be computed using data from a certain period
of time. This time frame will affect the ranking’s stability
versus agility, as well as its update frequency. CrUX is
averaged across (and updated every) 30 days, Radar across
7 days, and most other lists across 1 day. Tranco is updated
every day but averages across 30 days of data.

!Also called eTLD+1 — one level above the effective top-level domain —
or pay-level domains.

o Each of these decisions, as well as the observed traffic
volumes and (diversity of) traffic origins in a data source,
affects the final length of a ranking. Commonly, rankings
have been cut off at 1 million entries. The ranking length will
affect how many resources a measurement can (dis)cover.

D. Related work

Lists of popular domain names have long been used in
Internet measurement research (since at least 2005 [[19, 20]]),
but were only thoroughly scrutinized starting in 2018. For three
rankings (Alexa, Umbrella, and Majestic), Scheitle et al. [7]
described the methods, research usage, characteristics such
as stability, and potential impact on Internet measurement
research. Le Pochat et al. [[§] similarly characterized the three
rankings and Quantcast from a security perspective, and showed
that all four rankings could be manipulated to insert any
domain. They also developed the Tranco list 8} 21]], aggregating
multiple existing rankings to improve properties such as
stability and manipulation resistance. However, while Tranco’s
construction method is public, it ultimately relies on existing,
opaquely constructed rankings, and therefore does not allow
for independent evaluation of design decisions. Rweyemamu
et al. studied aspects such as weekly patterns and domain
clusters in detail [22], and refined manipulation attacks for
Alexa and Umbrella [23]]. Xu et al. [24] showed how certain
open DNS resolvers respond to non-recursive queries in a way
that can be abused to manipulate passive DNS-based rankings.
Finally, Xie et al. [[17] developed SecRank, a ranking method
for pre-recursor passive DNS traffic. They evaluate the impact
of their decision to use weighted voting across IP addresses,
focusing on ranking manipulation and stability. We complement
their work by evaluating post-recursor passive DNS data and
decisions on TTL weighting and correcting mechanisms.

Beyond these proposals and evaluations for public rankings,
several DNS-based ranking methods have been proposed but did
not materialize to concrete rankings. Proposals include ranking
domains on counts of querying DNS resolvers [25]], unique
querying clients [26]], or per-client DNS query counts [27].
Other proposals estimate client query volumes and therefore
popularity through active DNS cache probing [28-31]]. Finally,
the DNS Observatory [32] tracks top objects including domains
in passive DNS post-recursor traffic, similar to our data set.

These DNS-based ranking methods rely on the rich infor-
mation that can be extracted from a stream of passive-DNS
queries and answers. Hao et al. observed DNS queries to
newly registered domains and detected malicious domains
from query patterns, domain names and entry content 33} |34].
Similarly, Fernandez et al. used DNS query patterns and SPF
configurations to detect spam domains before their malicious
activity [35]. Lyu et al. identified network assets and their
health based on passive-DNS traffic observation [36]]. These
methods highlight the rich diversity of information contained in
DNS traffic, providing detailed information on domain activity,
popularity, and the infrastructure and assets that rely on it.

ITI. POST-RECURSOR PASSIVE DNS DATA

For our evaluation of ranking design decisions, we use a
feed of “post-recursor” (“above-resolver” [32]) passive DNS
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traffic data [37] from SIE Europe [38]], which is aggregated
from multiple “sensors”, i.e., recursive resolvers. To readers
unfamiliar with (passive) DNS measurement, we recommend
the tutorial by van der Toorn et al. [39]] as a primer.

A. Motivation

Passive DNS data is becoming increasingly common as a
data source for domain rankings, as it is a useful large-scale
repository of network activity that can be used to infer domain
popularity. In particular, the properties of post-recursor passive
DNS data make it a good candidate both for developing new
rankings and for our evaluation of ranking design decisions.

Its advantages compared to other traffic data are:

o Increased coverage and diversity: Passive DNS data can be
easily collected from (large) recursive resolvers, increasing
the user base of networks and organizations across which
domain popularity is measured, as opposed to Web traffic
data, which is collected from individual users. Furthermore,
passive DNS data can be aggregated across a diverse range of
service providers, therefore smoothing over differing usage
patterns, e.g., mixing residential and corporate traffic 7, 22].

e Better preservation of user privacy: The raw data is aggre-
gated over the users of all resolvers and no IP-level data
is retained. For Web traffic data and pre-recursor passive
DNS data, raw data can be traced back to individual users,
potentially revealing their personal browsing habits.

o Availability: Owing to the better privacy posture, providers
may be more willing to share raw passive DNS data with
researchers for developing or evaluating domain rankings.

o Record breadth: The raw data spans all observed DNS record
types, enabling their usage for applying corrections (e.g.,
CNAME redirects) or for service classification (e.g., MX/NS
hinting at non-websites).

Nevertheless, such data has certain disadvantages:

o DNS traffic mixes (human) top-level browsing context visits
and (automated) background DNS resolutions. This means
that a passive DNS-based ranking will interleave websites and
infrastructural domains. This can highlight the importance
of some infrastructure domains as they will appear in the
ranking, but studies that focus on website popularity may
need additional classification steps, such as those described
and implemented in

« The selection of recursive resolvers matters for the (global)
coverage and representativeness of the ranking. The risk
exists that the user base is too small or too skewed to specific
user types. Simultaneously, domain popularity is country-
specific [[18]], making the coverage of countries also important
to the representativeness of the data.

o The observed per-domain counts represent cache misses at
the recursive resolvers, i.e., not all user requests are visible.

o Post-recursor passive DNS data precludes the use of ranking
methods that incorporate per-user statistics, e.g., IP-based
voting [17].

The combination of data availability, privacy preservation,
and access to raw data makes post-recursor passive DNS
data well suited to use for our evaluation of the influence of
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Fig. 1. Parties in a recursive DNS resolution, where we highlight the boundary
between pre- and post-recursor traffic.

O GBI OO pre-recursor queries
[ ) e O [ ) post-recursor queries
77“7 TT 7‘7” 1T EXPIRIATION
—
N > time

@ count queries 0 queries

Fig. 2. Pre-/post-recursor DNS traffic have different query patterns, caused by
resolver caching and TTL. We only observe the post-recursor query counts.

design decisions, including the reliability of passive DNS-based
rankings for all areas of Web and Internet measurement [/7]).

B. Data provenance and format

The input for the rankings that we generate for our evaluation
is a continuous live feed of passive DNS entries in the Passive
DNS Common Output Format, published as an IETF Internet
Draft 37, 40] listing the mandatory and optional fields in
each feed message. This type of feed is already available from
large passive DNS aggregators such as Farsight Security’s
DNSDBJ]| SIE Europe [38], CIRCLJ| or mnemonicf] Such a
feed aggregates DNS requests from multiple ‘sensors’, i.e.,
recursive resolvers from organizations or networks that share
their data with the passive DNS aggregator. shows
how resolvers execute DNS resolution, and where the boundary
between pre- and post-recursor traffic lies. The sensors only
observe the post-recursor traffic, i.e., the recursive queries to the
authoritative nameserver for entries missing from the recursive
resolver’s cache. Each sensor sends a copy of this traffic to
the aggregator that will merge them into a single feed.

The passive DNS aggregator maintains its own cache with a
count of observations of tuples of requested resource (r rname
field, i.e., the domain), record type (rrtype, e.g., A or AAAR),
and record(s) (rdata, value(s), e.g., IP address(es)). When a
tuple is observed for the first time, the aggregator stores it in
its cache. Subsequent observations by any sensor increment
the count. Entries in this cache expire either when the cache is
full or after a set time (for our SIE Europe feed, we estimate
this expiration time at 6 hours), upon which an EXPIRATION
message is emitted to the feed. This message contains the
previously described tuple and a count field for the total
number of observations across all sensors. Since the entry is
being removed from the cache, this count is then implicitly
reset to 0. shows how the count field relates to
queries pre- and post-recursor; we observe only the latter. In
addition, we rely on the rrttl field in this message for the
(authoritative) Time-To-Live (TTL) record value. While this
field is available in the data feed that we use, the field is

Zhttps://www.farsightsecurity.com/solutions/dnsdb/
3https://www.circl.lu/services/passive-dns/
4https://docs.mnemonic.no/api/services/pdns/
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not documented in the draft standard, so it is not guaranteed
to be present. If necessary, it could be retrieved separately
through an active DNS query. Finally, the draft standard has
an optional sensor_id field for identifying the individual
sensor at which the record was seen. It is not present in all
passive DNS feeds (this also holds for ours), so we do not
expect or use it. In addition, the use of this field could raise
privacy issues as it may make it easier to trace observations
of specific domains to specific sensors.

IV. RANKING GENERATION

To conduct our evaluation of the influence of design decision,
we use a feed of aggregated post-recursor passive DNS data to
generate three rankings: one each for Fully Qualified Domain
Names (FQDNs), root domains, and domains that likely host
websites (i.e., pages visited by regular Internet users while

browsing). schematically represents how we process
the data feed to ultimately generate our three ranking types.

A. Processing resource records

1) Observation counters: For the final popularity tally, we
track the counts of observations per domain (i.e., requested
resource) for the A and AAAA record types. We only observe
and count the requests above the recursive resolver — they
represent resolver cache misses. Observation counts therefore
depend on the resolver caching behavior, which is primarily
fixed by the TTL value set by the authoritative nameserver and
sent along with the resource records. TTL weighting may affect
biases towards certain services and the representativeness of
websites as well as susceptibility to manipulation
(Section VI-B). To evaluate TTL weighting, next to one variant
ranking where we ignore TTL, we generate a second variant
where we multiply all observation counts by this TTL value,
extracted from the passive DNS data itself. Simply put, we
expect a domain with twice the TTL value to have half as
many visible requests, so we need to multiple its query count
by two. In case the TTL is zero, we retain the original count.

TTL values of more than 1 day (86400 seconds) are
commonly truncated by resolvers [41], and as we primarily use
1 day of data to generate rankings, we truncate all TTL values
to 1 day as well. In terms of the effect this has, shows
the distribution of TTL values over all queries (observed on 1
Sep. 2023) per record type. Almost all MX and CNAME records
have a TTL below 1 day, whereas A/AAAA and NS entries
have respectively 38%, 63% and 45% of their TTLs over 1 day
(almost always at exactly 2 days). Because of the dominance
of nameservers with 2-day TTLs (see also [Section V-C)), this
truncation is applied for 48% of queries, although this only
affects 3.2% of FQDN:Ss.

2) CNAME reverse cache: We track the counts of A/AAAA
record observations, i.e., query results instead of the queries
themselves. Therefore, if a user resolves a domain that uses
a CNAME record to map to the A/AAARA records of a second
domain, we count an observation for this second domain, not
for the domain the user originally visited. In particular, large
CDNs would therefore be over-counted if not for correcting
mechanisms (Section V-C), because CDN-hosted domains often

point a CNAME record to a CDN (sub)domain that hosts the
actual website [42,!43]]. Another use case for CNAME redirection
is mimicking first-party context for tracking purposes [44].

We therefore maintain a cache of all observed mappings in
CNAME records observed in the feed of the ranking’s day. We
recursively reverse the resulting mapping for all domains in our
final ranking. If multiple records map to the same domain, we
select the reversed domain for which we observed the highest
total query count. We then retain the mapped domain if it is
observed often enough (CNAME count > 1% of the A/AARAA
count) to ignore erroneous CNAME records, and if it is not a
subdomain of the original domain, to prioritize root domains.

3) Service classifier: Our data feed comes from DNS
queries, and therefore contains infrastructural domains such as
nameservers that are not visited by humans through browsers.
However, certain studies focus on user Web traffic and require
website-only rankings, akin to Alexa, CrUX, or Majestic. An
important design decision is therefore how websites versus
infrastructural domains are accounted for, to avoid dominance
of certain domain classes (Section V-C).

We therefore need to determine what service each domain
offers, to then separate domains into service-specific rankings.
In our design, we use internal and external passive sources to
determine the service. Internally, we mark the domains appear-
ing in MX and NS record values as mailservers and nameservers,
respectively. We also specifically mark nameservers in the root
zone file, as they are not included in the passive DNS feed [45]).
We manually develop a service mapping for the most commonly
observed subdomain labels, e.g., www for a web service, or
nsl for a nameserver. Externally, we collect websites from
three web-focused domain lists (BuiltWithE] CrUX [14], and
DomainRankE] [46]), and domains in DBpedia [47].

To resolve contradictory classifications from multiple sources
(e.g., when a NS record mistakenly contains a web domain),
we develop a scoring system that accounts for the reliability
and the certainty between and within sources, e.g., awarding
higher scores for records observed more often. We first classify
individual FQDNSs; if there is no known class, we recursively
search a class of the parent domain. To determine the class of
a root domain, we compare its known class (if any) with that
of its subdomains, and heuristically select the most likely class
based on the scores and query counts of each. If a domain
offers multiple services, we assign it the most common service.

B. Computing the ranking

We generate daily rankings based on that day’s query counts,
CNAME reverse cache and service classifier data. To fill these
counters and caches, we process 1-day slices of the data feed.
For rankings across larger time periods (e.g., 7 days), which
may increase ranking length (Section V-A), we combine these
processed 1-day slices by summing counts and merging caches.
We first compute the base FQDN ranking of fully qualified
domain names, mapping each FQDN to its reversed CNAME
domain if applicable. We then generate a ‘root’ ranking across
the total counts for each root domain’s subdomains. We extract

Shttps://builtwith.com/top- Im
Ohttps://www.domainrank.io/download.html
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Fig. 4. The cumulative distribution of TTLs per record type shows that almost
all MX and CNAME records have a TTL below 1 day, whereas A/AAAA and
NS entries often have TTLs going up to 2 days.

the root domain for each FQDN using the Public Suffix List
(PSL) [48]]. We use the public section of the PSL such that
the root ranking contains only true eTLD+1s. This means
that the root ranking has one single entry for domains listed
in the private section (a user-contributed subset of domains
for which subdomains are maintained by separate users, e.g.,
*.blogspot . com), and we sum the counts of all subdomains
to determine the root domain’s rank. A relatively large part
of the FQDN ranking (4.95%) belongs to a domain in the
PSL’s private section, mostly owing to the listing of large CDN
domains in the private section. Finally, we extract a ‘web’
ranking of root domains classified as a website, using only the
counts of subdomains classified as a website.

V. EVALUATION

To evaluate the influence of design decisions on rankings
using real-world data, we apply our ranking generation method
to passive DNS data sourced from SIE Europe [38], aggre-
gated from sensors located at European-based commercial,
government, and higher education organizationsﬂ We generate
the three ranking types (FQDN, root, and web) using the
passive DNS feed for 27 June—4 July, 13-28 July, 24 August—11
October, 17 October—8 November, 15 November—5 December,
and 16-30 December 2023 (gaps are due to outages; see
[Section VII-C). When we describe a ranking for a given day
and time period, we use the data observed on that day and the
days before it for the duration of the time period. We analyze
the composition of the rankings, and the impact of the different

steps of the resource record processing (Section IV-A)) on the

rankings.

A. Ranking length
We first quantify the raw lengths of the computed rankings,
i.e., the total number of distinct observed domains over the

"No details are available on the exact set of organizations contributing to
SIE Europe. We also make no attempt at deanonymizing them.
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We process the resource records from the passive DNS data feed to populate the counters and caches, which we use to compute three rankings.
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Fig. 5. 1-day FQDN rankings are longer than root and web rankings, at an
average reduction of 42.7% and 70.1% respectively. (Weekends in gray.)

given period. We do not impose any threshold on the observed
query counts for inclusion in the ranking; [Section V-B]quantifies
in detail the distribution of query counts, which could serve
to select a threshold that meets requirements for accuracy and
representativeness of a domain’s popularity yet produces a
sufficiently long ranking.

The lengths of the 1-day rankings vary over time between
3.3M and 9.5M FQDNs, 1.6M and 6.3M root domains, and
0.6M and 1.9M web domains (Figure 3); an average reduction
of 42.7% and 70.1% respectively. This shows that the choices of
excluding subdomains and/or prioritizing websites significantly
reduces a ranking’s length. In the first half of our measurement
period (until 6 October), the length of the web ranking always
exceeds 1 million websites, but this no longer always holds
afterwards. shows how raw query volumes dropped
from a peak of 1.4 to a low of 0.3 billion queries per dayﬁ;
If the query volume becomes too low, the ranking no longer
achieves the threshold of 1 million websites that is commonly
used in other rankings, highlighting the need to observe a
sufficient traffic volume to capture diverse long-tail domains.

One way of augmenting query volumes is to aggregate traffic
data over a longer timespan. shows how the lengths
increase for 7-day rankings, yielding an even larger set of
domains that can be measured. Owing to the commonality
of some ranked domains across time, these lengths do not
increase seven-fold. Instead, the increase in ranking length is
between a factor of 2.7 and 6.0 for FQDN rankings, 2.7 and
7.7E| for root rankings, and 2.2 and 4.7 for web rankings. As a
result, the 7-day web ranking contains at least 2.5M websites,
comfortably meeting the 1M threshold.

Takeaway: Tt is necessary to observe a sufficiently large traf-
fic volume such that there are enough distinct domains/websites
in the ranking. Traffic volume can be increased by aggregating
across multiple days, as is done in, e.g., Radar (7 days).

8We have no immediate explanation for this variance in query volume.
Possible causes are an organic (temporary) decrease in traffic, the removal or
malfunctioning of sensors or the data feed, or bandwidth limitations.

This outlier (above 7) corresponds to the trough in query volume, where
the data for the previous days contain more domains unseen in the 1-day data.
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Fig. 6. Observed query counts fluctuate over time, although we do not observe
a direct correlation with ranking lengths.
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Fig. 7. 7-day rankings, as shown, are much larger than 1-day rankings. Web
rankings easily surpass the common 1 million website threshold.

B. Observation count distribution

Unlike for existing rankings, we have access to the raw
scores that determine the final domain ranking. We use this to
characterize the estimated traffic distribution across the ranking
and its dependence on incorporating TTL, and to understand
whether the ranking exhibits patterns that have previously been
observed in web traffic.

shows the distribution of the observation counts,
both unweighted and weighted by TTL over the domain rank,
for the ranking of 1 September 2023. Distributions on other
days are similar. Overall, the score distributions appear to
adhere to a power law distribution, i.e., the rank and count
have an inverse relation. This distribution matches previous
observations in website and domain popularity distributions [8|
18}, 149, |50]. For the FQDN rankings, there is a stagnation and
then drop-off in the head (well-ranked domains). We conjecture
that it is the effect of resolver caching: the expected traffic
increase (in client queries) is dampened (in cache misses)
because caches already serve these requests without going to
the authoritative nameserver. There may also be remaining
effects from the overcounting of nameservers (Section IV-AT).
There is also a drop-off in the tails of all rankings, likely
due to shared low discrete query counts. Another view on
this ranking tail comes from the absolute differences in query
counts from one rank to another. From a rank of around 1,000
onwards, differences sometimes drop to 0 and are generally very
low. This effect has also been previously observed in existing
rankings, where it was visible through alphabetically ranked
clusters [22[]. This seems to confirm prior observations [§]]
that differences between individual ranks in the tail are not
(statistically) significant, suggesting that bucketing is also useful
for grouping domains with very similar traffic levels.

A final way to view the traffic distribution is by charting the
cumulative traffic proportion along the ranking (Figure 9). For
the FQDN and root rankings, unweighted rankings attribute
more traffic to the head, while for web rankings, the opposite
is true. We also compare the web distribution to the Google
Chrome traffic distributions traced from Ruth et al. [18]]. Here,
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Fig. 8. The rank-size distribution of (un)weighted observation counts appear

to adhere to a power law distribution (1 Sep. 2023 rankings).
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Fig. 9. The TTL-weighted cumulative traffic distribution closely follows the
distribution of Google Chrome web traffic [|6, Figure 1] (1 Sep. 2023 rankings).

the TTL-weighted web ranking closely follows this distribution;
the unweighted ranking assigns more importance to the head.
Takeaway: The observed traffic distributions have a signifi-
cant effect on the resulting rankings, exacerbated by TTL. The
choice to weight query counts by TTL affects the granularity
at which domain query volumes can be compared, and how
the resulting distributions match those observed empirically.

C. Correcting mechanisms

We develop two correcting mechanisms as part of our
ranking method: CNAME reversal and service classification.
On 1 September 2023, across the FQDN ranking, we mapped
261,486 (3.26%) of all subdomains to another subdomain
based on CNAME reversal. 90,084 (34.5%) of them mapped to
another subdomain within the same root domain. The remaining
subdomains are distributed across 24,613 unique root domains
and mapped to one of 95,016 other root domains. Across these
other subdomains, major CDNs and managed DNS providers
are concentrated at the top (e.g., cloudflare.net, azure.com),
who would be overcounted without the CNAME reversal.

54% of the FQDN ranking on 1 September 2023 is classified
as a specific service, of which 69.5% as websites (Table TI).
The rest cannot reliably be classified using our selection of
passive sources, and may require additional signals such as
an active crawl. Within the root ranking, 33% of domains can
be classified, of which 79.7% as a website to be included in
the web ranking. Given that our external sources for websites
integrate a notion of popularity (for rankings) or notability (for
Wiki sources), any unclassified root domains that would be
websites are more likely to be unpopular or uninteresting, next
to disposable [S1] or algorithmically generated [52] domains.
In terms of the distribution of service classes over the ranking,
nameservers dominate the ranking head, in particular for the
FQDN ranking and when weighting by TTL (Figure 10).

Takeaway: Using correcting mechanisms, such as CNAME
reversal or a service classifier, corrects for otherwise overly
dominant domains such as CDNs and nameservers.
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TABLE 11
SERVICE CLASS DISTRIBUTION (1 SEP. 2023 FQDN RANKING).

Class Percentage Class Percentage
Unclassified 45.79 IPv4 address 0.89
Website 37.65 CDN 0.70
Nameserver 9.31 Other web service 0.44
Mailserver 3.45 Protocol (FTP, ...) 0.36
Web admin panel 1.07 UUID 0.34
FQDN: Unweighted FQDN: Weighted by TTL
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Fig. 10. The distribution of service classes over buckets shows that nameservers
dominate the ranking head (1 Sep. 2023 rankings).

VI. RESISTANCE TO BIAS AND MANIPULATION

Domain rankings see frequent use in research studies and
as lists of benign domains [8| 22, [23]]. For example, in 2019,
Le Pochat et al. [8] listed over 130 security studies that relied
on data from a public popularity list like Alexa, Umbrella,
Majestic and Quantcast, to either evaluate the deployment
of technologies, measure the prevalence of vulnerabilities,
build allowlists or as part of reputation algorithms. As a
consequence, the presence of a domain in a popularity list
can affect its visibility, attracting more attention from security
researchers, as well as its reputation, as popular domains are
often considered as more likely to be trustworthy and less
likely to be malicious. For these reasons, some actors could try
to manipulate popularity lists to have their domains in them,
while other actors could try to have their domains not appear
in these lists [53} |54].

Next to this potential targeting through active manipulation
with malicious intent, the potential for “manipulation” of
domain rankings also covers the effect of inadvertent miscon-
figurations, data inaccuracies, or other biases that may unduly
influence these rankings, and any systems that rely on them.
For example, Chiba et al. [54] highlight how trustworthy yet
less-visited websites are often missing from popularity lists,
causing their omission from allowlists and thus potentially
improper blocking since the legitimate status of the website is
not recognized. Popularity list designs must take those effects
in consideration and identify undesirable influences on the
composition and order of their lists.

A. Injection of traffic or links

Certain manipulation techniques that are based on injection
of traffic or links to feign popularity heavily depend on the

data sources the list relies on (Section II-Al). Web traffic-based

rankings are vulnerable to injection of forged visits, either as a

fake user for any number of sites when targeting the reporting
browser extensions, or as many fake users for a specific site
when targeting embedded scripts [8, 23]. Link graph-based
rankings are vulnerable to fake ‘backlinks’, i.e. hyperlinks
injected into existing web pages through payment or abuse of
a website vulnerability, which the link graph provider’s crawler
then follows [l [55]).

Passive DNS-based rankings that attempt to approximate
user counts are vulnerable to injection of forged DNS queries
that are made to appear to come from many distinct users (i.e.
IP addresses) [8} [23]]. This depends on the attacker’s ability
to direct those DNS queries to one or more DNS resolvers
that contribute their traffic statistics to the popularity ranking.
One attack venue requires that the attacker has access to a
sufficiently large pool of IP addresses, e.g., by cycling through
the IP ranges of cloud providers or by finding open traffic relays
and issues the DNS queries directly from those IP addresses
to the DNS resolvers. For example, Xu et al. [56] successfully
manipulated passive DNS-based rankings (Umbrella, SecRank
and Farsight) by sending DNS queries to open forwarders.
These forwarders transmit the received queries to downstream
resolvers. As a consequence, passive DNS providers using DNS
traffic from one of these downstream resolvers will observe
queries to the domain. In the case of Xu et al., they could
manipulate Umbrella and SecRank because those rankings use
data from OpenDNS and 114DNS respectively, two public
resolvers that are downstream of multiple public forwarders.
Similarly, even though Farsight relies on an undisclosed set of
sensors deployed at multiple resolvers, the fact that Xu et al.
were able to insert a domain in their top list indicates that some
of Farsight’s sensors are deployed on resolvers downstream of
some open forwarders.

Some passive DNS nodes are located at closed resolvers (like
commercial, government, and higher education organizations)
and only serve queries sent by users inside their respective
networks. However, in networks that do not perform Source
Address Validation [[57H59], it is possible to spoof the source
IP of the DNS queries [60] in order to generate fake traffic
to DNS resolvers that seemingly originates from inside the
target network. If an attacker manages to identify the location
of passive DNS nodes in networks not implementing Source
Address Validation, they can send a few spoofed DNS queries
to the resolvers every N seconds, where N is the TTL value
of the A/ARAAA record of the domain, thus triggering artificial
domain resolutions from resolvers that would otherwise only
serve requests from users inside their network while requiring
low bandwidth usage from the attacker. The resulting post-
recursor traffic will be similar to a highly popular domain.

The effects of these two traffic injection methods (open
forwarders and spoofed IP) depends on the number of passive
DNS sensors impacted — sensors on resolvers downstream
of open forwarders or in a network vulnerable to IP spoofing.
The resolver cache will limit the volume of queries each
sensor can observe and the aggregation process will reduce
the relative count of the domain. However, if multiple sensors
are vulnerable and attacked, the resulting aggregated stream
could be efficiently manipulated. As a mitigation to limit the
impact of such attacks, passive-DNS providers could require the
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deployment of anti-spoofing mechanisms like Source Address
Validation on networks where sensors are deployed, and actively
look for sensors downstream of open forwarders.

B. Attacker-controlled parameters

Every domain ranking algorithm relies, at one step of
its design, on data provided by the domain owners. As a
consequence, attackers may use specific configurations to
deceive the ranking algorithm and increase their popularity. For
example, web traffic-based designs are vulnerable to websites
embedding scripts and iframes triggering automatic visits
to third-party websites, often without the user’s knowledge,
while making it difficult for ranking algorithms to distinguish
legitimate user traffic from artificial traffic. Similarly, attackers
can exploit graph-based designs by artificially increasing the
number of links between their website and the rest of the web:
outgoing links can be added to their websites, and incoming
backlinks to their websites can be inserted on popular public

platforms such as blogs, social networks, wikis and forums [61].

For rankings based on passive DNS, the attacker can adapt
to the design choices of the popularity list regarding TTL
weighting (Section V-B). A list that weights each DNS record
count by its TTL value, to account for record caching, is
vulnerable to an attacker creating a high-TTL record, as this
reduces the number of spoofed or forwarded queries needed
to emulate high user traffic, with TTL thereby acting as an
amplifier [32] |62]]. On the contrary, a list that does not weight
record count by the TTL is vulnerable to an attacker creating
a low-TTL record that will quickly expire from the different
caches, allowing for a new query that will be observed in
the post-recursor passive DNS feed. The total unweighted
observation counts indicate the query volume
required to insert a domain at a given rank. To limit the
effect of such TTL manipulations, rankings could truncate
high TTL values or integrate the TTL in a non-linear way by
multiplying the count by log(ttl) or /(ttl) to reduce the
potential amplification factor of extreme values.

[Section 1V|and [Figure 3| described additional mechanisms
that may be necessary to convert aggregated passive DNS traffic
to rankings, such as subdomain merging, CNAME reverse
caching, or service classification. All these steps rely on data
partially provided by the attacker and thus can be manipulated
to exploit design choices. As such, creating multiple low-TTL
subdomains can amplify any successful traffic injection, as each
subdomain will have its own TTL cache expiration timeout, but
the observed queries to each subdomain will be merged together
to generate the root domain ranking. Similarly, successful traffic
injection can be amplified by having multiple CNAME entries
pointing to the attacker-controlled domain, bypassing the TTL
caching of the main domain.

Lastly, an attacker may want to manipulate the results of the
service classifier to manipulate whether their domain appears
or not in web-only lists by poisoning the data sources of the
classifier. This kind of data poisoning was proven possible by
Carlini et al. [61], who manipulated deep-learning training
datasets by changing web page contents after labeling or
changing the contents of crowd-sourced content temporarily

TABLE III
THE BEST RANK REACHED IN EACH LIST, IF AN ATTACKER SUCCESSFULLY
INJECTS 1 QUERY PER TTL TO A SENSOR.

Unweighted Weighted
Target List TTL=1s TTL = 86400 s (1 day)
fqdn 1404 894 625
root 968 505724
web 203 145544

during labeling. As a parallel, our service classifier relies in
part on DBpedia and Wikidata, both crowd-sourced datasets,
where an attacker could thus inject domains to be (falsely)
classified as websites.

To insert a domain in the top list through traffic injection, the
attacker needs to identify how to reach passive DNS sensors,
either through open forwarders or IP spoofing. We run a small-
scale experiment to estimate the rank that an attacker could
theoretically reach, if they are able to maximize the fake traffic
detected at the passive DNS resolvers while limiting the total
number of queries needed. We assume the attacker sets the
TTL to 1 second for unweighted lists (to reduce the cache time
of the domain), and to 1 day for TTL-weighted lists (though
any TTL could be picked with the results staying the same, as
the number of cache misses will be weighted). The attacker
then injects one query per TTL (the highest traffic each sensor
can detect) to a domain, without using CNAME or subdomains.
We finally match the theoretical post-weighting observation
counts with the empirical observation counts from
to derive the theoretical best rank that can be achieved.

Based on this achieved rank (Table III)), we observe that
unweighted rankings are more vulnerable to traffic injection,
because the record quickly expires from the resolver cache
and can be queried again, whereas legitimate domains may
use longer TTLs that will stay in the cache without triggering
new queries. TTL-weighted rankings are more robust to traffic
injection: there is no difference between a TTL = 1 s record
queried every second and a TTL = 86400 s record queried
every day, both will generate a weighted observation count of
86400. However, the number of forwarded or spoofed queries
needed will be lower for a high-TTL record, thus consuming
less bandwidth to run the attack. As a consequence, the attacker
must identify multiple sensors, set up CNAME and subdomains
to reach higher counts and have a chance to reach the top
1000 domains.

C. Drop-catching and misconfigurations

Some manipulation techniques apply to all popularity lists, as
they do not target the data sources but the domains themselves.
For example, Lever et al. [63|] described how malicious
actors (called “drop-catchers”) register recently expired benign
domains to take advantage of their previous good reputation and
hide their malicious activity. This manipulation technique can
be hard to detect, depending on the accessible data. However,
passive DNS based lists could setup defense mechanisms
against these attacks. Passive DNS entries to A/AAAA records
are used to generate the total domain traffic count, but they also
contain the rdata field that provides the actual IP addresses
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in the records. In addition to query counts, popularity lists
could keep track of the IPs used by each domain and use
this data to detect a change in ownership through the sudden
modification of such addresses and reflect the possibility of
malicious activity in the ranking.

Lastly, even without an active malicious attacker trying
to manipulate the results, common domain misconfigurations
could modify the ranking. For example, we observe multiple
domains with extreme TTL values, potentially skewing the
weighting of observation counts, or incoherent NS and MX
records, which lead to misclassification of domains to name-
server or mailservers respectively. These errors are probably due
to configuration errors or a misunderstanding of the underlying
protocols, but that still could have an impact on the domain
ranking. In our ranking design, truncation of TTL values

(Section IV-AT) and a scoring system across multiple sources
for classification data (Section IV-A3)) help mitigate this impact.

VII. LIMITATIONS
A. Cache Misses & Aggregation

Rankings based on post-recursor passive DNS traffic are
inherently limited by the traffic representing only cache misses,
heavily aggregated across large-scale recursive resolvers. We
have no true count of client queries (to the recursive resolver)
nor identifiers for individual clients or sensors, and can
therefore not incorporate this into the ranking generation
process for our evaluation as performed by [17] through their
voting mechanisms; hence our goal of evaluating whether
post-recursor traffic can still be useful for modeling domain
popularity despite these restrictions. The aggregator cache also
reduces temporal granularity, as counts are aggregated over six
hours, which we deem too long to meaningfully integrate in our
design, e.g., for client query modeling based on DNS request
inter-arrival times [29]. Evolutions and optimizations in DNS
resolution, such as QNAME minimization [64} |65]] or encrypted
queries [|66], may affect the reliability or comprehensiveness
of our traffic data. Since we observe DNS queries and not
(top-level browsing context) web visits, query counts may also
be inflated by website redirects [67], and by the inclusion of
third-party resources.

B. Record Values & TTL

In terms of data quality, we have no reason to believe that the
counts provided by the passive DNS aggregator or individual
resolvers would be inaccurate. In contrast, we rely on record
values set by the domain operators themselves. We sometimes
observe inaccuracies that could affect our data processing
and subsequent results, e.g., google.com incorrectly being
set as a CNAME or NS record value. We account for these
errors by (heuristically) setting minimum thresholds for our
CNAME reverse cache, and by prioritizing data sources based
on reliability for our service classifier. We also use TTL values
as provided by authoritative servers, which resolvers may not
always respect |17, 68] — e.g., Moura et al. found that values
under 1 hour were rarely changed, but TTLs over 1 day were
more frequently truncated by the resolvers [41} 62].

C. Data Source

We monitor, store, and process a live feed of passive DNS
entries as the basis of our data set. Such feeds can produce
up to tens of gigabytes of aggregated data per hour, requiring
a stable and fast network connection with the aggregator and
efficient storage systems to preserve all data. During our data
collection, we experienced multiple small network disruptions
that led to the ingestion of the live feed silently stopping,
requiring manual intervention to restart feed processing. These
outages has led to gaps in our source data and therefore our
daily generated rankings. We verified for the date ranges that
we retain that the feed ingestion ran uninterrupted
for the entire day; we discarded rankings of days where fewer
than 24 hours of data was collected.

The lack of definitive ground truth to evaluate accuracy forms
a challenge for our evaluation. Ruth et al. [6] come closest,
comparing existing rankings to Cloudflare web traffic (covering
around 10% of all websites), but given a lack of open data, we
cannot replicate their method. We are also dependent on one
specific data aggregator for our evaluation. Our method can be
applied to all passive DNS data sources, but our concrete results
inherently only hold for SIE Europe data, and are therefore
biased to the usage patterns of the users of its European-based
resolvers.

This geographical effect is apparent in the distribution
of the TLDs of observed domains. We count the number
of queries per TLD observed by SIE Europe (data from
European resolvers) and by DomainToolsFE] (data from resolvers
worldwide) and compared the 20 most represented TLDs in
each data source (Table IV). The difference is most visible when
comparing country-code TLDs (ccTLDs): European ccTLDs
(highlighted in grey) like .de, .eu, .it, .fr, .dk, .1lv
and .re (respectively for Germany, European Union, Italy,
France, Denmark, Latvia and Réunion) are ranked higher in
SIE Europe than in DomainTools. Similarly, non-European
ccTLDs like .cn, .au, .Jjp, .br, .11 and tv (respectively
for China, Australia, Japan, Brasil, Israel and Tuvalu, which
are non-European countries) are ranked lower in SIE Europe.
A few notable exceptions are .ru and .uk (Russia and
United Kingdom) ranked higher in Domain Tools — which
may suggest that those countries are not represented in SIE
Europe’s European resolver base —, and .us (United States)
being ranked higher in SIE Europe.

Due to these biases, we refrain from directly comparing
to other top sites rankings, and instead focus on isolating
influences within our own ranking data.

VIII. ETHICS & REPRODUCIBILITY

Processing DNS query data may come with a privacy
risk, as it could be used to identify individual users and the
domains that they access [69H72]. We only have access to count
data aggregated from post-recursor requests across multiple
sensors that mix cache misses originating from many users
and institutions. The data does not contain any explicit fields
with likely personally identifiable information (PII), such as the

10https://research.domaintools.com/statistics/tld-counts/
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TABLE IV
THE 20 MOST POPULAR TLDS IN PASSIVE DNS TRAFFIC FROM SIE
EUROPE (EU) OR DOMAINTOOLS (DT) ARE SKEWED TOWARDS THEIR
GEOGRAPHICAL RESOLVER BASE (EUROPE VS. WORLDWIDE,
RESPECTIVELY). EUROPEAN CCTLDS ARE HIGHLIGHTED IN GREY.

Rank in Rank in
TLD DT EU TLD DT EU
com 1. 1 online 16.  26. (-10)
net 2. 2 ip 17.  34. (-17)
ru 3. 5. (-2) br 18.  50. (-32)
arpa 4, 8. (-4) info 19. 18. (+1)
de 5. 3. +2) il 20. 155. (-135)
cloud 6. 12. (-6) tv 21.  19. (+2)
io 7. 9. (-2) us 22.  10. (+17)
cn 8. 16. (-8) co 23.  20. +3)
org 9. 4. (+5) eu 24. 7. +17)
dev 10.  31. (-21) it 35.  17. (+18)
top 11. 44, (-33) fr 37.  13. (+24)
au 12, 37. (-25) dk 49. 6. (+43)
uk 13.  23. (-10) Iv 69. 15. (+54)
mil 14.  150. (-136) re 154. 14 (+140)

Xyz 15. 1L (+4)

client IP address. We already identify domain names (likely)
containing IP addresses as a separate class, and would discard
them for any publicly available rankings. We further aggregate
the raw counts from the passive DNS feed per domain, and
for a final public ranking would select a reasonable cutoff
(on query count or ranking length) to retain only sufficiently
popular domains and avoid publicizing private internal domains.
We, therefore, consider that user privacy is preserved.

To enable reproducing our work, we make the ranking
generation code, ranking files, and analysis scripts and results
available. These resources are available from
https://domain-ranking-design-decisions.distrinet-research.be.

IX. DISCUSSION AND CONCLUSION

Our goal was to evaluate the impact of design decisions on
the development and characteristics of rankings using “post-
recursor” passive DNS data, and understand how to leverage
such data for generating domain rankings that are suitable
for Internet and Web measurements. Based on the design
of a ranking method and evaluation on the separate design
decisions, we can draw several conclusions on the challenges
and necessary steps that turn such data into a usable ranking.

At its base, passive DNS data is usable for generating a
website-oriented ranking, primarily after the service classifi-
cation step; otherwise, nameservers are dominant. This step
also lends itself to further development and refinement: we
deliberately chose to work only with passive service class
indicators to show that this resource-limited approach is already
feasible, but service classification may be improved with active
indicators (i.e., web crawls that reveal the presence of useful
content over HTTP), given the availability of the necessary
resources. Correcting factors are necessary: in addition to
service classification, we found that without CNAME reversal,
CDNs and managed DNS providers would be overrepresented.

Specifically for DNS-based rankings, TTL can be an im-
portant factor in accurately assessing domain popularity, as

it affects the temporal querying patterns (Figure 2). While
incorporating TTL makes theoretical sense, it appears that

this does not necessarily improve all ranking properties. For
example, nameservers dominate TTL-weighted rankings more
heavily, and the observation count distribution is more skewed
at the tail. Nevertheless, TTL-weighted web rankings follow
known web traffic distributions more closely, so appear more
representative in this regard. The TTL policy also impacts the
manipulation robustness of rankings: TTL-weighted rankings
require attackers to correctly identify multiple sensors and
leverage CNAME and subdomain amplification to reach high
ranks, but the attack requires less traffic to be injected, whereas
unweighted rankings are more vulnerable to manipulation, but
the attacker will have to inject more queries. Incorporating
TTL must therefore be carefully considered. For example, Xie
et al. [[17] decided to omit TTL from SecRank as it was difficult
to reliably infer resolver caching behavior from TTL. More
abstractly, this shows how even for the exact same data set, one
design decision can result in wildly different outputs, suggesting
that reliably comparing all existing rankings and their variation
in data sources and methods is even more challenging. For
example, Ruth et al. [6] already had to introduce several
normalizations and adjustments, such as filtering on Cloudflare-
only sites, to allow for ranking comparison.

Two more recent ranking design elements appear to have
a positive impact: rank buckets and long-term aggregation.
Buckets yield significant improvements to stability, perhaps
unsurprisingly, given the low levels of traffic at the long tail
of the ranking, where small differences in rank may, therefore,
be meaningless (i.e., statistically insignificant). This effect had
already been observed at the heyday of the Alexa ranking [8],
and continues in Google Chrome traffic to this day [6]]. This
also serves as confirmation of Cloudflare’s decision to deploy
two different models for compiling the head and tail of their
Radar ranking [12]. Longer data periods also lead to higher
stability, and aggregation over 7 days (like Radar) or even 30
days (like CrUX and Tranco) may therefore be preferable. Also,
in this light, while the finding by Ruth et al. that CrUX is more
reliable [6] is likely due to Chrome’s widespread visibility on
Web traffic, these design decisions also play a part in improving
CrUX’s (and other rankings’) accuracy.

In conclusion, (post-recursor) passive DNS traffic can be
used to generate a representative domain or website popularity
ranking. Despite its limitations, such as the lack of IP-level
data, the data is sufficiently rich to generate reliable rankings,
as it provides the necessary data for producing traffic volumes,
correcting mechanisms, and service classes. Through our
evaluation, we are able to confirm the benefits of the design
decisions made by recent rankings, specifically the move
towards bucketing and longer-term aggregation, although these
may not fulfill all use cases, e.g., if more granular ranks are
desired. Future directions for evaluating these rankings ideally
involve ground-truth data [6]], long-term evaluations [21]], and
an assessment of the impact on research results [[7].
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