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Highlight the importance and challenges 
for sound data sets and methods 

to understand and improve 
how to approach web security research
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Case studies on sound data sets and methods
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1. Top sites rankings
→ open data sets to improve methods

Automated decision-making systems

2. Botnet domains
→ adapting methods for missing data sets

3. Political ads
→ auditing methods with novel data sets
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Analyzing and improving
top sites rankings
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Victor Le Pochat, Tom Van Goethem, Samaneh Tajalizadehkhoob, Maciej Korczyński, Wouter Joosen. 
Tranco: A Research-Oriented Top Sites Ranking Hardened Against Manipulation. NDSS 2019
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What is a top sites ranking?

› Ranking of most popular websites / domain names

› Essential data source 
› Potential impact on measurements and findings

16https://tranco-list.eu/list/LY344/10

1,google.com
2,youtube.com
3,facebook.com
4,a-msedge.net
5,microsoft.com

6,netflix.com
7,akamaiedge.net
8,epicgames.com
9,twitter.com
10,instagram.com

Select



Commercial rankings proved unsuitable

› Opaque methods: unclear data sources, processing, ...

› Undesirable properties: dissimilar, volatile, mismatch with expectations 

› Manipulable: easy to insert domains at scale

› Ill-suited for reproducibility: no reference or archive

› Difficult to discover: undocumented resources, uncertain availability, ...

[Sch18, LeP19] 17



In 2019,
we started a new
research-oriented
top sites ranking:

Tranco
18



Tranco improves on research-oriented properties

› Opaque methods → transparent construction method

› Undesirable properties → more suitable properties 

› Manipulable → hardened against manipulation 

› Ill-suited for reproducibility → emphasizes reproducibility

› Difficult to discover → easy to access

[Sch18, LeP19] 19
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“The papers [...] used [...] Tranco [...], 
which shows that works that aim 
to provide best practices
have a positive impact 
on our community”

A new research-oriented top sites ranking: Tranco

› Academia and industry recognize the impact of Tranco
Considered standard data set
Increasingly used in papers (>400 citations)
Used by Mozilla, Cloudflare, EFF, Internet Society, Brave, ... 

21[Dem20]
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Auditing automated
decision-making systems
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Classifying DGA domains for 
the Avalanche botnet takedown
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Victor Le Pochat, Tim Van hamme, Sourena Maroofi, Tom Van Goethem, Davy Preuveneers, 
Andrzej Duda, Wouter Joosen, Maciej Korczyński. A Practical Approach for Taking Down 
Avalanche Botnets Under Real-World Constraints. NDSS 2020
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“the world’s largest and 
most sophisticated 

cybercriminal syndicate 
law enforcement 
has encountered”

[Wai17]

 dahu1 (https://commons.wikimedia.org/wiki/File:Avalanche_Zinal.jpg), „Avalanche Zinal“, https://creativecommons.org/licenses/by-sa/3.0/legalcode 



Avalanche operated an advanced infrastructure

30Icons made by Icongeek26 from www.flaticon.com

Layered network 
of proxy servers

Infected hosts 
serving as entrypoints

Infected
client

Core C&C 
server



Avalanche operated an advanced infrastructure
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Law enforcement has to classify registered domains

Avalanche
DGA domains

unregistered

registered

benign

malicious

block

no action

seize
1 647

2 411

1.7 million
sinkholed

1 771

32
2017 + 2018 iterations



seize

Law enforcement has to classify registered domains
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registered
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We design a hybrid model 
for a real-world use case

of classifying DGA domains
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We evaluate our model on the Avalanche takedown

› Design an automated approach
to reduce extensive manual classification effort
› Classify benign vs. malicious registered DGA domains

› and assist in making accurate decisions
       Take down a benign domain: service interruption

Not take down a malicious domain: botnet can respawn

› contributing to real-world law enforcement operations
› Constrained in (ground-truth) data, indicators, approach

35[Küh14, LeP19]



Requirements and data affect our methods

› Strict accuracy requirements 

→ Hybrid model: Human in the loop

→ Trade-off between accuracy (97.6%) and effort saved (66.2%)

› Some domains have missing data
→ Classify all domains using ensemble model

› Data availability affects performance
→ Partially covered by redundancy between data sets

36



An Audit of Facebook’s 
Political Ad Policy Enforcement
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Victor Le Pochat, Laura Edelson, Tom Van Goethem, Wouter Joosen, Damon McCoy, 
Tobias Lauinger. An Audit of Facebook's Political Ad Policy Enforcement. USENIX Security 2022 
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Online political advertising is powerful, 
but has a risk of abuse
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› Lack of up-to-date legislation

› Oversight falls to major advertising platforms

→ Google, Twitter, Facebook (Meta)
› developing their own policies
› implementing their own enforcement

[Jau20,Lee19] 40

Online political advertising is powerful, 
but has a risk of abuse



Facebook’s political ad policy enforcement

› “Ads about social issues, 
elections and politics” 

(“political ads”)

Additional requirements:
identity, verification,
labeling

https://www.facebook.com/business/help/167836590566506 https://www.facebook.com/business/m/election-integrity41



Facebook’s political ad policy enforcement

› Catch undeclared ads 
that are political

Largely automated

Retroactively label and

disable the ad

https://www.facebook.com/business/help/167836590566506

https://www.facebook.com/business/m/election-integrity
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We audit 
Facebook’s enforcement 
of its political ad policy
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We needed more data 
than Facebook makes readily available

› Facebook’s transparency tool: the Ad Library

› API: archive of all (known) political ads
Insufficient: ad is unavailable 

1) while not yet caught or 2) if never caught

› Web portal: all currently active ads for all pages
Reverse-engineering internal API; ads disappear once inactive

Custom-built tool to archive these active ads
44



We audit ads deemed political by Facebook or us
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False positives in enforcement
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False positives in enforcement
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55% of detected ads 
are incorrectly detected

(~40,191 ads)



Example falsely flagged ads
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False negatives in enforcement
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False negatives in enforcement

50

116,963 undeclared ads 
from political actors 

go undetected



Example missed ads
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Limitations in enforcement

1. Approach:

automated solutions do not learn 

obvious signals of political intent

2. Consistency: unequal performance globally

3. Transparency: 

bad enforcement → bad transparency
52



   better transparency
→ better accountability
→ better enforcement 
→ better security

53
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The importance of data sets and methods

› Sound research needs suitable data sets and methods: 

Case study: domain rankings

Tranco: increasing transparency, reproducibility
Research is increasing and maturing
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The importance of data sets and methods

› Sound research needs available data sets and methods

Case study: automated decision-making systems

Developing/evaluating/auditing needs data access 
Access to crucial data is worsening

57



Sound data sets and methods 

enable more scientifically 
grounded and inclusive, 

and ultimately better 
web security research

58
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